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Analysis
Attacked features are separated from the unattacked ones by
the correlation layer Before After

Acknowledgements

Increasing the receptive field alleviates the vulnerability and keeps the features well-aligned
after the correlation layer Before After

RAFT becomes vulnerable when its receptive
field before the correlation layer is decreased

An attacker can create virtually any desired flow
with (targeted) perturbation attacks

Since correlations are the actual cause, we can attack without
optimization

Paper Code

Motivation

Ranjan et al. found FlowNetC to
be vulnerable to a physical,
patch-based adversarial attack

Is encoder-decoder architecture
the actual cause as suggested by
Ranjan et al.?

Knowing the actual
cause, we can fix the
vulnerability

Conclusion

Perturbation attacksRectifying the vulnerability

co
n

v1
-1

7
x7

, 6
4

co
n

v1
-2

3
x3

, 6
4

co
n

v1
-3

3
x3

, 6
4

co
n

v1
-4

3
x3

, 6
4

co
n

v2
-1

3
x3

, 1
2

8

co
n

v2
-2

3
x3

, 1
2

8

co
n

v2
-3

3
x3

, 1
2

8

co
n

v2
-4

3
x3

, 1
2

8

co
n

v3
-1

3
x3

, 2
5

6

co
n

v3
-2

3
x3

, 2
5

6

co
n

v3
-3

3
x3

, 2
5

6

co
n

v3
-4

3
x3

, 2
5

6

3
x3

, 2
5

6

co
n

v1
7

x7
, 6

4

co
n

v2
5

x5
, 1

2
8

co
n

v3
5

x5
, 2

5
6

3
x3

, 2
5

6

co
n

v1
7

x7
, 6

4

co
n

v2
5

x5
, 1

2
8

co
n

v3
5

x5
, 2

5
6

co
n

v1
4

 3
x3

, 6
4

co
n

v2
-1

 3
x3

,
1

2
8

co
rr

co
n

v_
re

d
ir

1
x1

, 3
2

co
n

ca
t

co
n

v1
-1

7
x7

, 6
4

co
n

v1
-2

3
x3

, 6
4

co
n

v1
-3

3
x3

, 6
4

co
n

v1
-4

3
x3

, 6
4

co
n

v2
-1

3
x3

, 1
2

8

co
n

v2
-2

3
x3

, 1
2

8

co
n

v2
-3

3
x3

, 1
2

8

co
n

v2
-4

3
x3

, 1
2

8

co
n

v3
-1

3
x3

, 2
5

6

co
n

v3
-2

3
x3

, 2
5

6

co
n

v3
-3

3
x3

, 2
5

6

co
n

v3
-4

3
x3

, 2
5

6

co
rr

co
n

v_
re

d
ir

1
x1

, 3
2

co
n

ca
t

FlowNetC Proposed Robust FlowNetC

Results

Self-similar patterns causing ambiguities are related to the classical aperture problem

Aperture problem
Motion of homoge-
neous contour is
locally ambiguous

Caused by a finite
receptive field
(aperture)

However, the attacker requires to access both
the image stream and flow network

Self-similar patterns in conjunction with the correlation layer explain the vulnerability

This can be fixed by increasing the aperture

Making a robust network vulnerable

Flow networks are vulnerable to (targeted) perturbation attacks
This can be rectified through adversarial data augmentation

Robust FlowNetC PWC-Net RAFT
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Flow networks are surprisingly robust against universal perturbation attacks

Fix: Increase the aperture by increasing the receptive field before the correlation layer


